[MamsaTka ajst o0ydarommxcss 00 HHPOPMALMOHHOH 0€30MACHOCTH

HEJIb34

1.

Bcem moapsin coolmaTh CBOIO 4YacTHYIO HHQOpMAIMIO (HAcTosIme uMs, (HhaMuUmio,
TenedoH, ajpec, HOMeEp IITKOJIBI, a TakXke GoTorpaduu CBOH, CBOCH CEMbH U JIpy3ei);

2. OTkpbIBaTh BIOKEHHBIE (DaliIIbl AIEKTPOHHON OYTHI, KOTJ]a HE 3HACIIb OTIIPABUTEIS,

3. I'pyOuth, nmpuauparhCsi, OKa3bIBaTh JaBJICHUE — BECTH ce0s HEBEKIIUBO M arpeCCUBHO;

4. He pacnopspkaiics JeHbraMu TBOEH ceMbH 0€3 paspelleHHs] CTapIiuX — BCernaa
CIIpaImBail poauTeIe;

5. He Bctpeuwaiics ¢ VHTepHET-3HAKOMBIMH B pEAJbHOM JKM3HH - TIIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEpSEIIb.

OCTOPOXHO

1. He Bce mumyt mpasny. Yutaems o cebe HempaBay B MHTepHere — coolmu 06 3TOM
CBOMM POJIUTEISIM UITH ONIEKyHaM;

2. llpurnamarot nepenuchBaThCsl, UTPaTh, 0OMEHUBATHCS — IPOBEPH, HET JIM MO/IBOXA;

3. He3akonnoe xonupoBanue ¢aityioB B IHTepHETE — BOPOBCTRO;

4. Bceraa paccka3biBail B3pOCIbIM O MPo0JIeMax B CETH — OHU BCETJia IOMOTYT;

5. Hcnonb3y#h HacTpodku O€30IaCHOCTM W IPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
AKKAYHTBI B COIICETSX U IPYTUX MMOpTajax.

MOXHO

1. VYBaxaii Ipyrux mojb30BaTeliei;

2. Tlonb3yembest IHTEpHET-UCTOUHUKOM — JIeNIail CCHUTKY Ha HETO;

3. OTkpbIBail TOJBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. OOmarecst 3a MOMOIIBIO B3POCIBIM — POJUTENH, ONEKYHbl M aIMHUHUCTpAIUS CAlTOB
BCer/ia MOMOTyYT;

5. Tlpoiinu oOyuenue Ha caiite «CeTeBHUOK)» U MOJIYYH MACHOPT MUPPOBOTO rpakaaHmHA!



NudopmannonHasi naMaTKa /151 00y4AKOIIUXCS

C KaXJpIM TOJIOM MOJIOJICKH B HHTEPHETE CTAHOBUTHCS OOJIBINE, a IMKOJIGHUKA OJHU W3
CaMbIX aKTHBHBIX TMoOJb30BaTeneit Pynera. Mexay TeM, MOMHMO OTPOMHOIO KOJIHYECTBA
BO3MOJKHOCTEH, HHTEPHET HECeT W MpoOJIeMbl. JTa MmaMsaTKa JOKHA MOMOYh Tebe 0e30MmacHo
HAXOJIUTHCS B CETH.

Komnvromepnuie éupycut

KommbioTepHblii  BUpPYC — 3TO  pPa3HOBHIHOCTH  KOMIBIOTEPHBIX  MPOTPAMM,
OTJIMYUTENLHOW OCOOCHHOCTBIO KOTOPOW SIBJISIETCSI CIIOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOTHEHWE K ATOMY, BHPYCHI MOTYT MOBPEIUTHh WU TMOJTHOCTHIO YHUUYTOXKUTH BCe (paifliibl u
JaHHbIE, MOJKOHTPOJIbHBIE IMOJIB30BATENO, OT UMEHH KOTOporo ObUIa 3alylleHa 3apakEéHHas
mporpaMma, a Tak)ke TMOBPEAWTh WIH JaXe YHHUTOXUTH OMEPANUOHHYIO CHUCTEMY CO BCEMU
¢aitiamu B iesioM. B GONBIIMHCTBE CITydaeB pacpoCTPaHIFOTCS BUPYCHI Yepe3 HHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Vcmonn3yit coBpeMeHHBIE ONEpallOHHbBIE CHCTEMBI, UMEIOIINE CepbE3HBIA YPOBEHB
3aIUTHI OT BPEJOHOCHBIX IPOTPaMM;

2. TlocrossHHO ycTaHaBnuBaif madtd (MUQPOBBIE 3alIaTKU, KOTOpPhIE aBTOMATHUYECKU
YCTAaHABIIMBAIOTCS C IIEJIBI0 JOPAOTKH MPOTpaMMbl) M JpyTrue OOHOBJICHHS CBOECH
omeparmoHHoM cructeMbl. CKaunBail HX TOJIBKO ¢ OQUITHATBHOTO caifTa pa3padoTunka
OC. Ecnu cymecTByeT pekuM aBTOMAaTHIECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. PaboTaif Ha cBoeM KOMTMBIOTEPE TOJI MpaBaMU MOJIK30BATENs, a HE aIMUHUCTPATOPA.
OT0 HEe MO3BOJMUT OOJNBIIUHCTBY BPEIOHOCHBIX MPOTpaMM HHCTAIIMPOBATHCS Ha
TBOEM MEPCOHATTLHOM KOMITBIOTEPE;

4. Vcnonb3y#l aHTUBHPYCHBIE MTPOrPAMMHBIE MPOJTYKTHI U3BECTHBIX IPOU3BOIUTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb PpU3HUECKUil TOCTYI K KOMITBIOTEPY ISl IIOCTOPOHHUX JIATL;

6. Vcmonp3yii BHEIIHUE HOCUTETH MH(POPMAIH, TaKue KakK Quierka, JUCcK win (haiim u3
WHTEpPHETA, TOJIBKO U3 MPO(epeHHBIX HCTOYHUKOB;

7. He oTKpbIBaii KOMIBIOTEpHBIE (aiIbl, TOTyUYeHHbIE W3 HEHAJEKHBIX HCTOUYHUKOB.
Jlaxxe Te (aiiyel, KOTOpBIE TpHCIaT TBOH 3HAKOMBIA. Jlydime yTodyHHM y Hero,
OTIPABJISUI JIM OH TeOe MX.

)]

Cemu WI-FI

Wi-Fi - 510 He BHJ Iepeiaun JTaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeH 1, Mapka. Erme
B 1991 rony Huzaeprianjackas xoMmmanusi 3apeructpupoBana opens « WECAy, uro o6o3Havano
coBocoueTanue « Wireless Fidelity», KoTopbIii TepeBOIUTCS Kak «0eCIpoBOHAS TOYHOCTHY.

Jlo Hamero BpeMeHHM Jomnuia Jpyras abOpeBwarypa, KOTOpas SIBJISETCS TaKOW JKe
TexHoJorueit. 3to abopeBuarypa « Wi-Fi». Takoe Ha3Banue ObLIO JaHO ¢ HAMEKOM Ha CTaHIApT
BEICIIINI 3BYKOBOM TexHUKH Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAs TOUHOCTHY.

Jla, OecrutaTHBIE WHTEPHET-IOCTYII B Kade, OTENsIX W adpomnopTax sBISETCS OTIMYHOU
BO3MOXHOCTBIO BBIXOJ/Ia B HHTEepHET. Ho MHOTHE dKCIepThl CUUTAIOT, YTO 00Ie10cTynHble Wi-

Fi ceTu He gaBstOTCS O€30MaCHBIMU.

CoBeTsI 110 Oe301acHOCTH paboTe B OOIMIEIOCTYIHBIX ceTsax Wi-fi:



He mnepenaBait cBoro nauuHyro uH(popMmanuio uepe3 odmenocrynusle Wi-Fi ceru.
PaGotass B HHX, JXKelmaTelbHO HE BBOJUTH HApOJH JOCTYNA, JOTUHBI M KaKHe-TO
HOMEpA;

Hcniones3yii 1 0OHOBIISI aHTUBUPYCHBIE TPOTpaMMBbI B OpaHamayep. TeM caMbIM TbI
o0e3omacunib cedst OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO;

[Ipu wcronp3oBanmm Wi-Fi otkimoun ¢yakmuio «OOmmit mgoctyn K (daiimam u
npuntepam». JlanHas (QYHKIUS 3aKpbiTa IO YMOJIYAHUIO, OJHAKO HEKOTOpbIE
MOJTH30BaTEIN aKTUBUPYIOT €€ JUIsl yI00CTBa UCIIOB30BaHus B paboTe uim yuebe;

He ucnone3yit myomnuneiii WI-FI nns nepenaum Ju4HBIX JTaHHBIX, HAIPUMED JUIS
BBIXO/[a B COIIMAIBbHBIC CETH WX B 3JIEKTPOHHYIO MIOYUTY;

Nnonb3yit Tonpko 3amuiieHHoe coeauHenue uepes HTTPS, a nve HTTP, T.e. npu
Habope BeO-ajpeca BBOM UMeHHO «https://»;

B  mo6GwibHoM Tenedone orkmoun  ¢yHkuuio «llomkmouenme k- Wi-Fi
aBTOMaTH4ecKn». He sormyckait aBTOMaTHYECKOTO MOIKITFOUCHHS YCTPOHCTBA K CETSIM
Wi-Fi 6e3 TBoero coryacusi.

CoyuanvHnvie cemu

CornuanbHble CETH aKTHBHO BXOJST B HAIly JXU3Hb, MHOTHE JIOAW PaOOTAIOT U JKUBYT
TaM TIOCTOSTHHO, a B Facebook y»xe 3aperucTpupoBaH MHUJUTHAP YEJIOBEK, UTO SBJISCTCS OTHOU
CeIbMON BceX JKHTeNel MmiuaHeThl. MHOTHE TOJh30BaTed HE MOHUMAIOT, YTO WHGOpMaIus,
pa3MeleHHass UMU B COITMATBHBIX CETSIX, MOXKET OBITh HaliJicHa W MCIIOJIh30BaHa KeM YTOJIHO, B
TOM YHCJIe HE 0053aTeIbHO ¢ OJIarMHU HAMEPEHUSIMH.

OcHOBHBIE COBETHI IO O€30MAaCHOCTH B CONUAJIbHBIX CCTAX:

1.

2.

OrpaHnub CHUCOK Jpy3eil. Y TeOs B JApy3bsIX HE JOHKHO OBITh CIyYalHBIX H
HE3HAKOMBIX JTFO/ICH;

3ammimail cBOIO YacTHYIO KM3Hb. He ykaswiBail mapoinu, tenedoHsl, aapeca, aary
TBOETO POXACHUS W JAPYTyIO JUYHYIO HH(pOpMAnuio. 3TOYMBIIUICHHUKHA MOTYT
UCTIOJIB30BaTh Jlake WH(OPMAIMIO O TOM, KaK Thl M TBOHM DPOJUTENN IIAHUPYETE
MIPOBECTU KaHUKYJIBI;

3amminai CBOIO PenyTaluio - JIEPKHA €€ B YUCTOTE | 3aj1aBail cebe BOMpOC: XOTel Obl
ThI, YTOOBI JPYTUE MOJIb30BATEIM BUICIHU, YTO THI 3arpyxaemisb? [lomymaii, mpexme
YeM YTO-TO ONYOJIMKOBATh, HAIKCATh U 3arpy3UTh;

Ecnu THI roBOpHINE ¢ TOJEMU, KOTOPHIX HE 3HACIIh, HE HUCIOIB3YH CBOE pealhbHOe
UMSl U JIPYTYIO JIMYHYI0 WH()OpMAIUU: UM, MECTO JKHUTEIbCTBA, MECTO Yy4eObl H
npouee;

N36erait pazmemenust ¢pororpaduii B UaTepHETE, IIe THI M300pakeH Ha MECTHOCTH,
10 KOTOPOH MOHO OIPEAETUTH TBOE MECTOIOJIOKEHUE;

[Ipu peructpanyu B CONMAIBHON CETH HEOOXOAUMO HCIOIB30BATh CIOXKHBIE TTAPOJIH,
cocrosue u3 OyKB U IMUQP U C KOJIAYECTBOM 3HAKOB HE MeHee §;

JIJIst cOIUanTbHOM CEeTH, TMOYTHI U JIPYTUX CAaHTOB HEOOXOIMUMO HCIIOJIB30BaTh pa3HbIe
naposia. Toria eciau TeOs B3JIOMAIOT, TO 3J0YMBIIIJIEHHUKH TOJIy4aT JTOCTYI TOJBKO
K OJTHOMY MECTY, a He BO BCE cpasy.

OnexmpoHHbvle OeHbeU

DNEeKTpOHHBIE JEHBI'M — 3TO OYEeHBb YJOOHBIN CIoco0 TTaTexel, OJJHAKO CYIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TH JCHBTU.

DJIEKTPOHHBIC JCHBIM MOSIBHJIUCH COBCEM HEIaBHO M MMEHHO H3-3a 3TOTO0 BO MHOTHUX
rocyJapcTBax J0 CHX TOpP He MPOIMUCAHO PO HUX B 3aKOHAX.



B Poccum xe oHM (QYHKIIMOHHUPYIOT W O HHUX YK€ NpPOIHCAHO B 3aKOHE, TNe WX
pa3ziensioT Ha HECKOJIbKO BHJIOB — AHOHHMHBIE W HE aHOHMMHBIE. Pa3zHuiia B TOM, 4YTO
AHOHUMHBIE - ATO Te, B KOTOPBIX pa3pemiaeTcsi MPOBOJUTH olepanuu 0e3 HIeHTH(PHUKAuu
MOJIb30BAaTeNsl, 2 B HEAHOHUMHBIX HICHTU(PUKAIIUU TTOJIH30BATENS SIBIISETCS 00s3aTeIHLHOM.

Taxxke ciieqyer pa3nuyarh dJIEKTPOHHBIE (UATHBIE JEHBIHW (PaBHBI TOCYJapCTBEHHBIM
BaJFOTaM) | AJIEKTPOHHBIC He(praTHBIC IeHBI'H (HE PaBHBI FOCYIaPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ IIEKTPOHHBIMHU JICHBIAMHU:

1. TlpuBspku K cueTy MOOWIJIBHBIA TelnedoH. ITO caMblif yIOOHBIA U OBICTpPBIA CIIOCOO
BOCCTAHOBHTH JOCTYN K cueTy. lIpuBs3aHHBI TeneoH MOMOXKET, eciu 3a0yIerb
CBOM IUIATEXKHBIA NApOJIb UIIK 3alIeIb HA CAaUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. HWcnonw3yit onHopaszosble mapoinu. [lociie mepexoja Ha YCHIIEHHYIO aBTOPH3AIUIO
TeOe yxe He Oy/eT yrpokaTh OIacHOCTb Kpasku MJTH IepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cnoxubiii maposib. llpectymHukam OyAeT He TPOCTO yrajgaTh CIIOMKHBIA
napoJb. Haznexnsle mapoam — 3To mapoiiu, KOTOpBIE CO/lepKaT HE MEHee § 3HAKOB U
BKITIOYAIOT B c€0sl CTPOYHBIE W MPOMUCHBIE OYKBBI, TU(PPHI H HECKOIHFKO CHMBOJIOB,
TaKue KaK 3HaK JoJutapa, (yHTa, BOCKIHMIATENIbHbIN 3HaK U T.11. Hanpumep, $tR0Ong!;;

4. He BBOJIM CBOM JIMYHBIE IaHHBIE HA caifiTax, KOTOPHIM HE JIOBEPSIECIIb.

9ﬂ6Kmp0HHClﬂ nouma

DeKTpOHHAs IoYTa — 3TO TEXHOJOTHUS U MPEOCTaBIIsIeMble €0 YCIYTH MO MEePEChUIKE U
MOJIYUYEHUIO SJIEKTPOHHBIX COOOIIEHUU, KOTOPBIE PACHPENENSIOTCS B KOMIIBIOTEPHOUW CETH.
OO6b1YHO AJIIEKTPOHHBIA  TIOYTOBBIA  SIMIMK ~ BBIMVBSIAAT  CJEIYIOIIUM o0Opa3zom:
UMS_TIOJIb30BATENsI(@UMsL_JIoMeHa. TakXke Kpome TIepelaud MpOCTOro TEeKCTa, HUMeeTcs
BO3MO>KHOCTH TIepeiaBaTh (pauibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ ANEKTPOHHOU MOYTOM:

1. Hano BbIOpaTh NpaBUIIBHBIN [IOYTOBBIN cepBHUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOD
OecIIaTHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle TOBEPSTh TEM, KOO 3HACIIb U KTO
[IEPBBIA B PEUTUHIE;

2. He yka3piBaii B TMYHOM mouTe JUUHYI0 MHpopMmanmio. Hampumep, ydmre BIOpaTh
«My3BIKaJIbHBIN _(panaT@» i «pok2013» BMecTo «remal3y;

3. Hcnons3yii BYX3TalHYIO aBTOPU3ALMIO. DTO KOTAA IOMUMO MApOJIsl HY>KHO BBOJIUTH
KOJI, IpHUChLIaeMblii 1o SMS;

4. BpiOepu CIIOXKHBIA Maposib. [ KaXI0TO MOYTOBOTO SIMUKA JIOJDKEH OBITH CBOM
HAJIE’)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciam ecTtb BO3MOKHOCTH HalucaTh CaMOMY CBOM JIMYHBIM BOIPOC, MUCHOJIB3YH 3Ty
BO3MOXKHOCTB;

6. Hcmonp3yil HECKONIBKO TOYTOBBIX SIMUKOB. llepBBId Il YacTHOW TEPENUCKH C
azgpecaTaMHl, KOTOPBIM Tbl JIOBEpSIElIb. JTO AJIEKTPOHHBIA ajpec HE Hajo
UCIIOJIB30BATH IIPH PETHCTpPAIK Ha (opyMax Hu caiTax;

7. He oTkpbiBail (aitibl U Apyrue BIOKEHUS B MUChbMAax JlaXKe €CIM OHHM HPUIUIA OT
TBOUX Apy3eil. Jlydine yTo4Hr y HAX, OTHPABIISIIN JIM OHU TeOe 3TH (ailiibr;

8. Ilocne oxoHwyaHusi pabOTHI Ha IOYTOBOM CEPBHUCE IEPE] 3aKPBITUEM BKIAJKHU C
caiiTom He 3a0y/1b HAKaTh Ha « BEIATIY.



KubepbOynnune unu supmyanvHoe u30esameibcmeo

KubepOynmuar — mpecieoBaHUE COOOIICHUSMHU, COJEPKAIMMMH OCKOPOJICHHS,
arpeccuio, 3alyTruBaHue; XYJIUTAaHCTBO; COIMATbHOE OOMKOTHPOBAHHE C TIOMOIIBIO Pa3IMUHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 O0pKOE ¢ KHOEPOYILTUHTOM:

1. He Opocaiics B 60i. Jlyumuii croco0: mocoBEeTOBAaThCS Kak ceOsl BECTH U, €CJIM HET
TOr0, K KOMY MOKHO OOpaTUThCS, TO BHayalle YCIOKOMThCS. Eciau Thl HauHeNIb
0TBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJICHMsI, TO TOJIBKO elle OOJblIe pa3oiKellb
KOH(JTHKT;

2. VYupasnsi cBoel kuOeppenyTanuei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIIecTBYIOT CIOCOOBI BBIICHHTH, KTO CTOHUT 3a
QHOHMMHBIM aKKayHTOM;

4. He crouT BecTH XyInUraHCKU# 00pa3 BUPTyalbHOH km3HUA. IHTEpHET PUKCHpYET Bce

TBOM JICHCTBUS U COXPAHSET UX. Y AaUTh UX OyAeT KpaliHe 3aTpyAHUTEILHO;

Cobumroait cBO# BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyih enuHuuHbli HeratuB. OAHOpa30BblE OCKOPOUTENbHBIE COOOIIEHUS
nyu4iie urHopupoBath. OOBIYHO arpeccus MpeKpalaeTcsl Ha Ha4allbHOM cTauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIIEHUSIMU, B COIIMATBHBIX
CeTSIX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOINEHUH C OIpeeleHHbIX
aJIpecoB;

8. Ecim Te1 cBumerens kuOepOymmHra. TBoum AeicTBHs: BBICTYNUTH IPOTHB
mpecienoBarels, IOKa3aTh €My, YTO €ro JeHCTBHs OLEHHBAIOTCS HETaTHBHO,
MOJJIEPKaTh JKEPTBY, KOTOPOM HyX Ha IICHUXOJIOTMYECKas IOMOINb, COOOIIMUTH
B3pOCIIBIM O (paKTe arpeCCUBHOIO MOBEACHUS B CETH.

)]

Mobunvnwviii meneghon

CoBpemenHble cMapT(HOHBI M IUIAHIIETHl COJAEpKaT B cebe BIIOJIHE B3POCIbIHA
(YHKIMOHAN, W TeHepbh OHM MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITHIOTEPAMH.
Opnnako, CpeACTB 3alUTHI IS TOAOOHBIX YCTPOMCTB IIOKa O4Y€Hb MaJlo. TecTupoBaHMe U MOUCK
ySI3BUMOCTEH B HUX MPOMCXOJUT HE Tak MHTeHcuBHO, kak ais IIK, To xe camoe kacaetcs u
MOOUITEHBIX MPUTIOKEHUH.

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl YK€ MPaKTUUECKH JIOTHAIM HACTOJIbHBIE aHAJIOTH,
OJTHAKO pacimupeHue (yHKIHOHAIA BJIE€YET 3a COOOW OOJBIIYIO CII0)KHOCTh W MEHBIIYIO
3aIIUIIEHHOCTb.

Jlanexo He Bce IMPOU3BOAMTENN BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE KPUTHUYECKUE
ySI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JUIsl 0€30ITaCHOCTH MOOMIBLHOTO TennedoHa:

1. Hwuuero He sBisIeTCs MO-HACTOSIIEMY OecIlaTHBIM. bByJh OCTOpOXeH, Belb KOrja
TeOe TpemararoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, pexae yeM oTnpaBuTh SMS, ¢poTo miu Bujieo. ThI TOYHO 3HACIb, T/Ie OHU

OyIyT B KOHEYHOM UTOTE?

Heo6xomuMo 0OHOBIIATE ONEPAIIHOHHYIO CHCTEMY TBOETO cCMapT(OHa;

4. Vcnonw3yit aHTUBHPYCHBIE MPOTPAMMBI I MOOUIIBLHBIX Tele()OHOB;

(9]



5. He 3arpy»xait mpuioKeHust OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COJEPKaTh
BPEJIOHOCHOE TPOTpaMMHOe 00ecIieUeHHE;

6. Ilocie Toro kak ThHI BBIAJIEIIH C caliTa, TJi€ BBOAWII JIHUYHYIO HHPOPMAIUIO, 3ali1u B
HACTpoiKH Opay3epa u ynaiau cookies;

7. llepmonuyecku MpoBepsiii KaKkue TUIaTHBIE YCIIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Jlamait cBoii HOMEp MOOWMIIEHOTO Teje()OHA TOJBKO JIFOJAM, KOTOPHIX ThI 3HACIIb U
KOMY JTOBEpSICIIb;

9. Bluetooth momkeH OBITH BBIKIIIOYEH, KOTJIa THI UM He MOJb3yembes. He 3a0biBait
WHOTJIa IPOBEPSTH ITO.

Online ueput

CoBpeMeHHbIE OHJIAWH-UTPBl — HOTO KpPACOUHbIEC, 3aXBATHIBAIOIIME pA3BIICUCHUS,
OOBEAMHSIIOIINE COTHHU THICSY YENIOBEK 10 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHP,
00IIar0TCst APYT € APYTOM, BBITOJHSIOT 3a/IaHUs], CPAKAIOTCS ¢ MOHCTPaAMHU U MOJIyYatOT OIIBIT.
3a yJIOBOJBCTBUE OHU ILIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM IPUOOpEeTaroT
KaKue-TO OIIIUH.

Bee »tM cpenctBa MIyT Ha NOJJAEpKAHME W pa3BUTHE WIPBL, a TAKXKE Ha caMmy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCSI CHCTEMBbl aBTOPU3AIlMM, BBIITYCKAIOTCS HOBBIE IAT4U
(umnpoBble 3amIaTku Ui IPOrpaMM), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1ono0HBIX Urpax CTOMT omacaTrbCs HE CTOJBKO CBOMX COIEPHUKOB, CKOJIBKO KPaXKH
TBOETO MapOJis, HA KOTOPOM OCHOBaHa CHCTeMa aBTOPHU3AIMH OOJIBITUHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO UT'POBOT'0 aKKayHTA:

1. Ecnum apyroii urpok BeneT ceOs III0X0 WM CO3/1aeT Tebe HeMPUITHOCTH, 3a0JI0KUpYH
€ro B CIIUCKE UTPOKOB;

2. Tloxamyiicss agMUHHCTpaTopaM WIpPbl Ha IUIOXO€ IMOBEJICHHE JTOr0 HIPOKa,

KeJaTeIbHO IPUIIOXKUTE KaKue-TO J0Ka3aTelIbCTBa B BU/I€ CKPUHOB;

He yka3bIBaii muunyto nHpopMaiuio B mpodaiiie urpsl;

VYBaxail Apyrux y4acTHUKOB 110 UTPE;

He ycranaBnuBaii Heo(uiuanibHble TaTIYM U MOJIBI;

Mcnonp3yit clloKHBIE M pa3HbIe apoJIy;

Jlaxxe BO BpeMsi UTphl HE CTOUT OTKIIIOYaTh aHTHUBHUpYc. [loka ThI urpaemb, TBOH

KOMIIBIOTEP MOTYT 3apa3uTh.

NankEWw

Quuiune Uiy Kpaxca JudHbIX OAHHbIX

OObIuHOW Kpaxxel JIeHeT W JIOKYMEHTOB CETrOJHS Y€ HHKOr0 He yIWBHfIIb, HO C
pPa3BUTHEM HHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKH TEPEeMECTIJINCh B HUHTEPHET, U
MIPOJIOJIKAIOT 3aHUMATHCS «ITFOOMMBIMY JIETIOM.

Tak mosiBUIach HOBast yrpo3a: WHTEPHET-MOICHHUYECTBA WM (DHUINMHT, TJIaBHAS IE]b
KOTOPOT'O COCTOUT B TOJYYCHUU KOH(HICHIIMATIBHBIX JTAHHBIX IOJIb30BaTEIell — JIOTHHOB U
napoJjeit. Ha anrimiickoM si3bike phishing uuraercs kak ¢umuHr (ot fishing — prIOHasS OB,
password — mapouib).

OcHOBHBIE COBETHI 0 O0PHOE ¢ PUIIMHTOM:

1. Ciaemm 3a cBomM akkayHTOM. Ecim ThI mojo3peBaemb, 9YTO TBOS aHKeTa Obuia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKUpOBaTh €€ U COOOMIUTH aAMUHHCTPATOpaM
pecypca 00 3TOM KaK MOKHO CKOpee;



2. Hcnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCJE, HWHTEPHET-MarasuHoB U
ITOMCKOBBIX CUCTEM;

3. Ucnonw3yii cioxHbIe M pa3Hble Mapoiu. TakuMm oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3TIOYMBIIIJICHHUKH TIOJTyYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQIIIIO B CETH, a HE
KO BCEM;

4. Ecom T1ebst B3moManmd, TO HEOOXOAMMO TMPEIYNPETUTh BCEX CBOUX 3HAKOMBIX,

KOTOpBbIE J0OaBJIeHbI Y T€0S B APY3bsX, O TOM, UTO TeOs B3IOMAIM M, BO3MOXHO, OT

TBOETO UMEHHU OY/IET pacChLIATHCS CIIaM M CCHUTKU Ha (DUITMHTOBEIC CATHI;

VYcranoBu HagexHbIH mapois (PIN) Ha MoOMIbHEIHA TenedoH;

OTKITIOYM COXpaHEHHE MmapoJisi B Opaysepe;

7. He oTkpsiBaii ¢aitnbl u Apyrue BIOXKEHHUS B MHUCHMAax JaXe eClIM OHU MPHUIILTH OT
TBOWX Jipy3eii. Jlydine yTouHu y HUX, OTIIPABIISUIH JTH OHH TeOe 3TH (aifIIbL.

AN

Lugposas penymayus

[Mudposas permyTaiusi - 3TO HEraTUBHAS WJIM MO3UTHBHAS WH(OpPMAIWS B CETH O Tebe.
Kommpomerupytomass uHbopMalius pa3MelleHHas B WHTEPHETE MOXKET CEPhe3HBIM 00pazoM
OTpa3UThCSA Ha TBOEH peanbHOU Xu3HH. «lludpoBas pemyramus» - 3T0 TBOM HMHJIK, KOTOPBIH
dbopmupyercst u3 nHpopMaIuu o Tede B UHTEPHETE.

TBoe mecTo KUTCJILCTBA, y‘-Ie6LI, TBOC (I)I/IHaHCOBOG IIOJIOKCHHCE, 0COOCHHOCTH XapaxkTepa
" pacCKasbl O OJIM3KHX — BCE ATO HaKaIlJIMBACTCS B CETH.

MHorue moJIpOCTKH JIETKOMBICTIEHHO OTHOCSTCS K IyOJMKAIMK JTHYHONW WHPOpPMAIUU B
NurtepHere, He MOHUMAs BO3MOKHBIX MOCIIEACTBUN. ThI Jake HE CMOXEIIb JOTagaThCs O TOM,
4yto oTorpadus, pazMelIeHHas 5 IeT Ha3al, cTajla MPUIAHOW 0TKa3a MPUHATH TeOsl Ha padoTy.

KommenTapuu, pasmemeHue TBoWX ¢ororpaduii w apyrue JedCTBHS MOTYT He
WCYE3HYTh JlaXe TIOcje TOro, Kak Thl WX yJalIWIlb. [hl HE 3HAellb, KTO COXPAaHUI ITY
rH(pOpMAIIHIO, TIOTIajia JIM OHA B IMIOMCKOBBIE CHCTEMBl M COXPAHWJIACH JIM OHA, a TJIABHOE: YTO
MOAyMaroOT 0 Tebe OKpy’Karolee IO, KOTOphle HAWAyT U yBUIAT dTo. Haittu mHpopMaIuio
MHOTO JIET CITYCTS CMOJXKeT 000 — Kak W3 JIOoOpbIX MOOYKICHHWH, TaK W C HaMepeHUEM
MPUYUHUTE Bpell. ITO MOXKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI I10 3aliTe NU(YPOBON permyTaIiu:

1. Tlomymaii, mpexae 4yeM 4To-TO MyOJMKOBaTh W IepefaBaTh y ceOs B OJiore Wid B
COIMAIILHOM CETH;

2. B nacrpoiikax mpouiisi ycTaHOBH OTPaHWYCHHS HA TIPOCMOTP TBOETO MPOPIIIS U €T0
COJIEP’)KUMOTO0, CJIENTaid €r0 TOJIBKO ISl IPY3eiiy;

3. He pa3memaii 1 He yka3piBaii HH(pOpMAIIHIO, KOTOpas MOXKET KOTO-TH00 OCKOPOJISAThH
U OOUKATh.

Aemopckoe npaso

COBpeMeHHLIe MIKOJIbHUKH— AaKTHUBHBIC II0JIB30BaTCIIN I.IH(I)pOBOF O IMPOCTPAHCTBA.
O,I[H&KO JAJIEKO HEC BCC 3HAIOT, YTO IIOJIb30BAHHUEC MHOI'MMH BO3MOKHOCTSAMU HHCprBOFO Mupa
TpeGyeT CO6J'IIOI[€HI/IH IIpaB HAa UHTCJUICKTYaJIbHYIO COOCTBEHHOCTb.

Tepmun «uHTEIEKTyadbHasi COOCTBEHHOCTH» OTHOCUTCS K pPa3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HaurHasl ¢ HOBBIX M300pETEeHUH W 3HAKOB, 0003HAYAIOMUX COOCTBEHHOCTh
Ha TPOAYKTHI W YCIYI'H , W 3aKaHuuBas KHUTaMH, QororpadusMu, KUHOQUIBMAMHU U
MY3BIKaJTbHBIMH ITPOU3BEICHHUSIMHU.



ABTOpCKHE IIpaBa — 3TO IIpaBa Ha WHTEUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JIATEPATypbl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYIAIOT B KAYECTBE TapaHTHH TOTO, YTO
WHTEIUICKTYaITbHBINA/TBOPUYECKUN TPy aBTopa He OyNIeT HampacHBIM, JIACT €My CIIpaBe/IINBBIE
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysibTarax CBOETro TpPy/a, MOJYyYUTh W3BECTHOCTh U MpPU3HAHUE.
HukTo 6e3 pa3pernienust aBTopa He MOKET BOCTIPOM3BOAUTD €r0 IPOU3BEICHUE, PACIPOCTPAHSTD,
MyOJIMYHO JEMOHCTPUPOBATh, MpOJaBaTh, HUMIIOPTUPOBATh, MycKaTh B MPOKAT, MyOIUYHO
WCTIOJTHSITh, TIOKa3bIBATh/HCIIOHSATH B d(Upe WK pazMeniath B IHTepHETE.

Hcnonb30BaHne «MUPATCKOT0» MPOrPaMMHOI0 00ecTieueH s MOKET IPUBECTH K MHOTUM
pHCKaM: OT TMOTEpH JaHHBIX K TBOUM akKKayHTaM 10 OJOKHpPOBKHM TBOETO YCTpPOWCTBA, T
YCTaHOBJICHHBI HE JieraibHas mporpamma. He crout Takxke 3a0bIBaTh, UTO CYLIECTBYET
JerajgbHbIe U OeCIIaTHBIE MPOTPaMMBbl, KOTOPBIE MOXKHO HAlTH B CETH.

O nopmane

CeteBruoK.p) — TBOHM TJIaBHBIA COBETYHMK B CETH. 37€Ch Thl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETH MOHATHBIM M JIOCTYITHBIM SI3bIKOM, & TPH BO3HUKHOBEHHH KPUTHYECKOM
CHTyalluu OOpaTUTHCS 32 COBETOM. A TaKKe MPHUHATh Yy4acTHE B KOHKypcaX M CTaTh CaMbIM
(G POBBIM TpaXkTaHUHOM !



